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Abstract—Firmware signatures anchor secure boot and
firmware update trust, yet many deployed systems still rely on
RSA or ECDSA, both of which are vulnerable to sufficiently
large quantum computers. Replacing a classical signature with
a post-quantum algorithm is not enough on its own because
firmware deployment also depends on anti-rollback controls,
device binding, immutable boot ROM constraints, and migration
policies that determine which signatures are acceptable over time.
This paper evaluates the suitability of ML-DSA and SLH-DSA
for post-quantum firmware signing by combining standards-
based parameter analysis with a modular Python prototype that
models package metadata, migration policies, and firmware-size-
dependent overhead while also executing real PQC signing and
verification through local Python bindings. The study compares
classical baselines, post-quantum signatures, and dual-signature
migration strategies across four firmware sizes from 64 KB to 4
MB. It also simulates classical-only, PQC-only, either-valid, both-
required, and version-gated verification policies. The results show
that ML-DSA provides the most practical general-purpose path
for firmware signing because its signatures are much smaller
than those of SLH-DSA while remaining post-quantum secure.
SLH-DSA remains valuable as a conservative backup because
its security depends only on hash-function assumptions, but its
large signatures can impose double-digit percentage overhead on
small boot components. The policy analysis further shows that
unrestricted either-valid migration can preserve a downgrade
path to classical signatures, whereas authenticated version-gated
policies and both-required policies prevent that class of failure.

Index Terms—post-quantum cryptography, firmware signing,
secure boot, ML-DSA, SLH-DSA, downgrade resistance, anti-
rollback, algorithm agility

I. INTRODUCTION

F IRMWARE update mechanisms are one of the most
security-critical components of modern embedded sys-
tems. Routers, secure elements, industrial controllers,

vehicles, and consumer IoT devices all rely on firmware to
initialize hardware and enforce privileged security decisions.
If an attacker can install unauthorized firmware, the entire
higher-level security architecture can be bypassed. For that
reason, secure boot and update systems typically require a
digital signature before code is executed or accepted for
installation.

This trust model is under long-term pressure from quantum
computing. NIST finalized the first post-quantum cryptog-
raphy standards on August 13, 2024, including FIPS 204
for ML-DSA and FIPS 205 for SLH-DSA, and encouraged
organizations to begin migrating to the new standards as soon
as possible [1]–[3]. The migration question is especially urgent
for firmware because hardware development and deployment
cycles are long. As observed in the OpenTitan secure-boot
context, a boot ROM designed today may remain fielded for
ten to twenty years, and some early verification code can never
be changed after manufacture [4], [5].
However, firmware signing is not merely a benchmark prob-

lem about key size and verification time. A realistic update
system must also authenticate metadata, prevent rollback to
older vulnerable images, bind images to the intended device
class, and avoid migration policies that allow attackers to force
a fallback to weaker signatures. A package that carries a valid
post-quantum signature but leaves the algorithm identifier or
minimum bootloader version unsigned can still fail to provide
an adequate security boundary.
This paper therefore studies post-quantum firmware signing

as a systems problem rather than as a narrow primitive
replacement. The focus is on ML-DSA and SLH-DSA because
NIST positions ML-DSA as the primary digital signature
standard and SLH-DSA as a backup based on a different math-
ematical approach [1]. The same migration pressure is visible
in industry firmware guidance such as the UEFI Forum’s post-
quantum update whitepaper [6]. Classical baselines, especially
RSA-PSS and ECDSA P-256, are included because they
remain dominant in legacy firmware ecosystems and define
the practical migration target.
The main contributions of this work are as follows:
1) A firmware-oriented comparative analysis of RSA-PSS,

ECDSA P-256, ML-DSA, and SLH-DSA that empha-
sizes signature size, key size, conservative security as-
sumptions, and bootloader suitability rather than raw
cryptographic novelty.

2) A proposed PQC-ready firmware package design that
signs both metadata and firmware content, supports
anti-rollback and algorithm agility, and explicitly binds



accepted signature algorithms into authenticated policy
state.

3) A modular Python prototype that models firmware pack-
age metadata and migration policies, generates repro-
ducible evaluation tables, and performs real ML-DSA
and SPHINCS+-family signing and verification through
local PQC bindings.

4) An evaluation that quantifies signature overhead for
firmware images from 64 KB to 4 MB and simulates
how five migration policies handle downgrade, rollback,
and tampering cases.

The remainder of the paper is organized as follows. Section
II reviews firmware update, secure boot, and the relevant
signature families. Section III defines the threat model and
security requirements. Section IV compares classical and post-
quantum signature options. Section V proposes the firmware
package structure and verification logic. Section VI describes
the modular prototype. Section VII presents the evaluation
results. Section VIII discusses deployment trade-offs, and
Section IX concludes the paper.

II. BACKGROUND

A. Firmware Update and Secure Boot
Firmware update is the process of replacing low-level

device software after deployment. Unlike ordinary application
updates, a firmware update often changes the software that
initializes memory protection, configures device identity, and
launches later execution stages. Consequently, a malicious
firmware image can compromise the entire platform.
Secure boot addresses this risk by verifying each stage

before handing control to the next stage. A root of trust verifies
the first mutable component, which then verifies the following
stage, and so on. OpenTitan documents this model explicitly:
the immutable ROM authenticates the next image, enforces
execution permissions, and fails closed if signature verification
does not succeed [4]. Firmware signing therefore must be
understood as a chain-of-trust mechanism rather than a single
isolated signature check.

B. Classical and Post-Quantum Digital Signatures
Firmware signing today is dominated by classical public-

key signatures such as RSA-PSS and ECDSA. FIPS 186-5
specifies ECDSA as part of the Digital Signature Standard,
while RSA-PSS remains standardized in PKCS #1 v2.2 [7],
[8]. These schemes are mature, widely implemented, and well
supported by secure boot stacks. Their long-term weakness is
structural: Shor’s algorithm threatens the integer-factorization
and discrete-logarithm problems on which they depend.
Post-quantum signature schemes aim to remain secure even

if large quantum computers become available. NIST’s final-
ized standards provide two relevant families for this paper:
1) ML-DSA, standardized in FIPS 204, is the primary NIST

digital-signature standard for general use and is based on
module-lattice assumptions [2].

2) SLH-DSA, standardized in FIPS 205, is a stateless hash-
based signature scheme that NIST positions as a backup
because it relies on a different mathematical approach
than ML-DSA [1], [3].

The two schemes provide different deployment profiles.
ML-DSA has larger public keys than ECDSA but much
smaller signatures than SLH-DSA. SLH-DSA has very small
public keys but very large signatures, trading package size for
conservative hash-based assumptions.

C. Authenticated Firmware Metadata
Firmware update security depends on more than the

firmware binary itself. Let M denote the metadata structure
and F denote the firmware payload. A robust design signs a
canonical digest representative such as

µ = H(Encode(M) ∥ H(F )), (1)

where H is a collision-resistant hash function and Encode(M)
is a deterministic serialization of device identifier, firmware
version, policy version, and other control fields. Signing only
the payload but leaving metadata outside the signature would
let an attacker alter version counters or algorithm identifiers
without invalidating the package.

D. Anti-Rollback and Algorithm Agility
A valid signature on an old image is still dangerous if that

image contains a known vulnerability. Anti-rollback therefore
requires a monotonic counter or trusted version store. If the
device has already accepted firmware version vmin, a new
candidate with version v should satisfy

v ≥ vmin. (2)

Algorithm agility introduces a second state variable. The
verifier must know not only which firmware versions are ac-
ceptable but also which signature algorithms are acceptable at
a given migration stage. NIST migration guidance emphasizes
that the transition to PQC is a roadmap problem rather than
a single flag day [9], [10]. In firmware systems this means
accepted algorithms should be coupled to authenticated policy
state rather than to unauthenticated update metadata.

E. Related Signature Families
Stateful hash-based schemes such as LMS and XMSS

remain relevant to firmware discussions because NIST recom-
mends them for some long-term applications in SP 800-208
[11]. They are not the main focus of this paper because their
signing-state management introduces operational complexity.
The OpenTitan experience report makes the same point in
practice: stateful signatures can offer attractive size and per-
formance properties, but mishandling signer state risks catas-
trophic failure [5]. For that reason, this paper concentrates on
the stateless NIST PQC signatures while mentioning stateful
schemes only as background.
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Fig. 1. Secure-boot chain from immutable root of trust to firmware and later execution stages.

III. PROBLEM STATEMENT AND THREAT MODEL

The main problem considered in this paper is the following:
how suitable are ML-DSA and SLH-DSA for secure firmware
update and secure boot systems that must survive a transition
away from RSA or ECDSA?
This question is broader than “which signature is fastest.” A

secure answer must account for the constrained nature of boot-
loaders, immutable verification code, long device lifetimes,
and the fact that a transition period may temporarily expose
multiple signature options at once.

A. Adversarial Capabilities
The attacker is assumed to have network or supply-chain

access to firmware packages in transit or at rest. In particular,
the attacker may:
1) intercept a firmware package before installation;
2) modify the firmware payload;
3) modify metadata fields such as version counters, algo-

rithm identifiers, or target device identifiers;
4) replay an older but once-valid package;
5) remove one signature from a dual-signed package;
6) attempt to force a migrated device to accept a classical-

only signature.
The attacker is not assumed to break the core security

assumptions of ML-DSA or SLH-DSA, extract the vendor’s
private signing key, or rewrite immutable root-of-trust code.
Those exclusions match the normal cryptographic boundary
of a firmware-signing system.

B. Security Requirements
The firmware update system should satisfy the following

requirements:
1) Authenticity: only packages signed by the trusted vendor

are accepted.
2) Integrity: modifications to firmware or metadata are

detected.
3) Device binding: a package for one device class must not

install on another device class.
4) Anti-rollback: older vulnerable firmware must not be

reinstallable.
5) Downgrade resistance: after migration, the verifier must

not be tricked into accepting weaker classical-only sig-
natures.

6) Algorithm agility: the accepted signature set must be
updatable through authenticated policy rather than by
redesigning the entire package format.

These conditions can be expressed with a high-level accep-
tance predicate:

Accept(P,D) = VerifySigSet(P ) ∧ BindDevice(P,D)

∧ FreshVersion(P,D) ∧ PolicyAllowed(P,D),
(3)

where P is the candidate firmware package and D is the
verifier state of the device.

C. Migration Risk
The most subtle failure mode is policy downgrade during

the transition period. Suppose a device is upgraded to a
bootloader that supports both ECDSA and ML-DSA. If the
policy states that either valid signature is always sufficient,
then a classical-only package remains acceptable indefinitely
even after the operator intended to migrate away from classical
signatures. That creates a downgrade path in which the de-
vice’s long-term security is bounded by the weaker algorithm
family.
By contrast, a version-gated or both-required policy can

tie the accepted signature set to authenticated state. In that
model, the package does not merely present a signature; it also
carries the policy version and minimum bootloader version
that determine how the verifier should interpret the signature
set. This observation drives both the package design and the
evaluation in later sections.

IV. COMPARATIVE ANALYSIS OF SIGNATURE SCHEMES

A. Classical Baselines
RSA-PSS and ECDSA remain useful baselines because

many firmware ecosystems already implement one of them.
RSA-PSS offers conservative engineering maturity but larger
signatures than ECDSA. ECDSA P-256 is especially attractive
in constrained systems because it combines compact signatures
with broad hardware and library support. Its main weakness
for this paper is strategic rather than operational: once large-
scale quantum computers are practical, the discrete-logarithm
basis of ECDSA is no longer sufficient.

B. ML-DSA
ML-DSA is the natural primary post-quantum candidate

because NIST standardized it specifically as the main general-
purpose PQ signature standard [1], [2]. Its deployment profile
is attractive for firmware because its signatures are measured
in a few kilobytes rather than tens of kilobytes. The trade-
off is that its public keys are substantially larger than those
of ECDSA, and embedded implementations may need careful
optimization to control code size, stack usage, and constant-
time behavior.
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For firmware verification, ML-DSA’s practical value is that
it often shifts the cost from “impossible to fit” to “engineering
trade-off.” A 2.4 KB signature is clearly larger than a 64-
byte ECDSA signature, but it remains manageable inside many
update packages and secure-boot manifests.

C. SLH-DSA
SLH-DSA is valuable because it is based on stateless

hash-based techniques rather than lattice assumptions [3].
That diversity matters in a migration plan: if unexpected
weaknesses emerge for lattice signatures, SLH-DSA remains
a NIST-standardized fallback path. The price is signature
size. Even the small-signature category-1 style parameter set
standardized in FIPS 205 requires a 7,856-byte signature, and
higher categories grow far larger [3].
This footprint matters most for early boot components. If the

firmware object being signed is only tens of kilobytes, then
several kilobytes of signature data are no longer negligible.
The OpenTitan experience report reaches a similar conclusion
for secure boot: hash-based signatures can be a sensible
fit when their larger signatures are still manageable for the
platform, but the trade-off must be analyzed in the actual
firmware context [5].

D. Hybrid and Dual Signatures
Migration rarely happens in one step. A common transi-

tional idea is to include both a classical and a post-quantum
signature. Dual-signature packaging has two advantages. First,
it allows updated verifiers to check a PQ signature while
legacy verifiers continue checking a classical signature. Sec-
ond, it allows phased rollout where signing infrastructure,
bootloaders, and manufacturing tools do not all change at once.
The drawback is policy ambiguity. A dual-signed package

is not automatically secure if the verifier is willing to accept
either signature forever. In that case, the package format
carries a PQ signature, but the device remains vulnerable
to classical-only fallback. The hybrid packaging strategy is
therefore only as strong as the verification policy bound to it.

E. Interpretation
Table I reveals the central trade-off of this paper. ML-

DSA grows both public key size and signature size relative
to classical signatures, but it stays within a low-kilobyte
regime that is realistic for many firmware packages. SLH-
DSA minimizes public-key storage yet shifts the burden into
the signature itself. For a verifier that stores public keys in
immutable ROM, SLH-DSA’s tiny public key is attractive;
for a deployment that distributes many small signed boot
components, its signature size is the main obstacle.
The comparative conclusion is therefore not that one PQ

scheme is globally superior. Rather, ML-DSA is the practical
default for most firmware-signing deployments, while SLH-
DSA is the conservative hedge that remains valuable when
different security assumptions are desired strongly enough to
justify its larger signatures.

V. PROPOSED PQC-READY FIRMWARE PACKAGE DESIGN

The proposed package format is designed to survive al-
gorithm migration without changing the semantic meaning
of the signed data. It separates three concerns: authenticated
metadata, firmware payload, and one or more signatures over
a canonical manifest digest.

A. Authenticated Fields
The package should authenticate at least the following

fields:
1) format version and magic bytes;
2) vendor identifier and target device identifier;
3) firmware version;
4) minimum bootloader version;
5) signature policy version;
6) accepted signature algorithm identifiers;
7) firmware size and firmware hash;
8) release timestamp or monotonic release identifier.
These fields allow the verifier to answer the correct ques-

tion: not merely “is there a valid signature,” but “is there a
valid signature on the correct object under the current trust
policy?”

B. Manifest Digest and Signature Vector
Let M denote the metadata structure and F the firmware

binary. The package signs the digest representative

µ = H(Encode(M) ∥ H(F )). (4)

The signature vector is then defined as

Σ = {(algi, σi)}ki=1, (5)

where each algi is an authenticated algorithm identifier and σi

is a signature over µ. This representation supports classical-
only, PQC-only, and dual-signature packages without changing
the manifest grammar.

C. Verification Policy
The verifier should not interpret Σ in isolation. Instead,

acceptance should be tied to a policy function that depends
on bootloader state and authenticated metadata:

Areq = Π(vboot, vpolicy, vfw), (6)

where Π maps bootloader version, policy version, and
firmware version to the required signature set. This abstraction
allows several concrete policies:
1) Classical-only: accept only RSA or ECDSA.
2) PQC-only: accept only ML-DSA or SLH-DSA.
3) Either-valid: accept either classical or PQC signatures.
4) Both-required: require both a classical and a PQ signa-

ture.
5) Version-gated: require different signature sets before and

after a migration threshold.
Among these options, the unrestricted either-valid policy is

the weakest during migration because it preserves a classical-
only acceptance path indefinitely.
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TABLE I
REPRESENTATIVE SIGNATURE PROFILES FOR FIRMWARE-SIGNING ANALYSIS

Scheme Family Public Key (B) Signature (B) Bootloader Staging (B) Practical Interpretation

RSA-PSS-2048 Classical 256 256 800 Mature baseline, but not quantum-safe.
ECDSA P-256 Classical 64 64 416 Smallest baseline signature and easy em-

bedded fit.
ML-DSA-44 Post-quantum 1312 2420 4020 Strong practical default for PQ migra-

tion.
ML-DSA-65 Post-quantum 1952 3309 5549 Higher margin with moderate additional

footprint.
ML-DSA-87 Post-quantum 2592 4627 7507 Highest ML-DSA category, but notice-

ably heavier.
SLH-DSA-SHA2-128s Post-quantum 32 7856 8176 Conservative backup; signature domi-

nates package growth.
SLH-DSA-SHA2-192s Post-quantum 48 16224 16560 Conservative but increasingly difficult

for small boot stages.
SLH-DSA-SHA2-256s Post-quantum 64 29792 30144 Very large signature footprint for con-

strained devices.

Fig. 2. Firmware package layout with authenticated metadata, firmware payload, and signature vector.

Algorithm 1 Downgrade-Resistant Firmware Verification
Require: Device state D, firmware package P = (M,F,Σ)
Ensure: Accept or reject
1: if M.device_id ̸= D.device_id then
2: return reject
3: end if
4: if M.firmware_version <

D.minimum_allowed_version then
5: return reject
6: end if
7: if M.minimum_bootloader_version >

D.bootloader_version then
8: return reject
9: end if
10: Compute µ← H(Encode(M) ∥ H(F ))
11: Determine required algorithms Areq ← Π(D,M)
12: if the signature set in Σ does not satisfy Areq then
13: return reject
14: end if
15: for all (alg, σ) ∈ Σ required by Areq do
16: if Verify(alg, σ, µ) is false then
17: return reject
18: end if
19: end for
20: Persist the accepted firmware version
21: return accept

D. Why Metadata Must Be Signed
The algorithm above highlights a crucial point: if the

metadata used by Π is not authenticated, then the verifier may
enforce the wrong policy on otherwise valid cryptographic
material. An attacker could lower the declared policy version,
alter the claimed target device, or change the minimum
bootloader version while leaving the payload untouched. The

package format must therefore treat policy metadata as first-
class signed input, not as optional transport information.

VI. PROTOTYPE IMPLEMENTATION

The implementation under the src/ directory combines
package modeling, policy evaluation, and real post-quantum
signature execution through local Python bindings.

A. Module Structure
The implementation is divided into the following modules:
1) algorithms.py: stores normalized algorithm profiles,

including key sizes, signature sizes, and deployment
notes for the classical and post-quantum schemes used
in the paper.

2) firmware_package.py: defines canonical metadata
and firmware-package objects, including deterministic
serialization for the authenticated fields.

3) policy.py: implements five verification policies and
the device-state checks needed for downgrade and roll-
back analysis.

4) pqc_signatures.py: provides the actual PQC backend
for key generation, signing, verification, and signature
attachment to firmware packages.

5) scenarios.py: defines representative migration sce-
narios such as legacy classical acceptance, post-
migration PQ acceptance, classical-only downgrade at-
tempts, metadata tampering, and rollback.

6) evaluation.py: computes package-overhead tables,
bootloader staging footprints, and policy outcomes.

7) generate_tables.py: writes the generated results as
CSV files into paper/data/ for inclusion and verifica-
tion.

8) pqc_demo.py: runs an end-to-end demonstration that
generates ML-DSA and hash-based keys, signs a
firmware package, and verifies the resulting signatures.
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B. Design Choices
The code separates cryptographic facts from policy logic.

Standards-based quantities such as public-key size and sig-
nature size are stored as immutable algorithm profiles, while
concrete PQC operations are isolated behind a backend wrap-
per.
The implementation uses the pqcrypto package for the

concrete PQC backend. The repository-local .deps di-
rectory is inserted into the Python import path inside
pqc_signatures.py, after which the backend modules are
imported explicitly. In that package, ML-DSA is exposed
under the finalized names ml_dsa_44, ml_dsa_65, and
ml_dsa_87. The SLH-DSA family is still exposed under
the pre-standard SPHINCS+ module names, so the code
maps the paper’s slh_dsa_* identifiers to the corresponding
SPHINCS+ SHA-2 simple variants.
The policy scenarios use deterministic firmware payload

generation so that manifest hashes and measured outputs
remain reproducible across runs.

VII. EVALUATION

A. Method
The evaluation combines standards-based parameter analy-

sis with policy simulation. Four firmware sizes are considered:
64 KB, 256 KB, 1 MB, and 4 MB. These values span the range
from small boot components to ordinary field-update images.
For each scheme with signature size |σ| and firmware size
|F |, the package overhead is

Overhead(F, σ) =
|σ|
|F |
× 100%. (7)

The implementation also estimates the verifier’s staging
footprint as the sum of public-key bytes, signature bytes,
authenticated metadata bytes, and a firmware digest buffer.
The runtime experiment performs three trials per scheme
over a 47-byte benchmark message and records mean key-
generation, signing, and verification latency.

B. Firmware Package Overhead
Table II and Fig. 3 show the dependence of package

overhead on firmware size. For a 64 KB boot component,
ML-DSA-44 contributes 3.6926% overhead, while SLH-DSA-
SHA2-128s contributes 11.9873%. At 4 MB, these values
decrease to 0.0577% and 0.1873%, respectively.

TABLE II
SIGNATURE OVERHEAD ACROSS FIRMWARE SIZES

Scheme Sig. (B) 64 KB 256 KB 1 MB 4 MB

ECDSA 64 0.0977% 0.0244% 0.0061% 0.0015%
RSA-PSS 256 0.3906% 0.0977% 0.0244% 0.0061%
ML-DSA-44 2420 3.6926% 0.9232% 0.2308% 0.0577%
ML-DSA-65 3309 5.0491% 1.2623% 0.3156% 0.0789%
SLH-128s 7856 11.9873% 2.9968% 0.7492% 0.1873%
ECDSA+ML44 2484 3.7903% 0.9476% 0.2369% 0.0592%
ECDSA+SLH128s 7920 12.0850% 3.0212% 0.7553% 0.1888%

For large firmware images, signature size is a secondary
cost. For small boot components, the gap between ML-DSA
and SLH-DSA remains operationally significant.

Fig. 3. Measured overhead trend for representative classical and post-quantum
signatures across firmware sizes.

C. Measured PQC Runtime
Table III and Fig. 4 report mean latency from the local PQC

backend. ML-DSA-44 completed key generation in 0.299 ms
on average, signing in 0.734 ms, and verification in 0.166 ms.
In the same environment, the SLH-DSA-SHA2-128s mapping
required 206.066 ms for key generation and 1430.190 ms for
signing, while verification remained at 1.159 ms.

TABLE III
MEASURED PQC RUNTIME WITH THE LOCAL pqcrypto BACKEND

Scheme Trials KeyGen Sign Verify

ML-DSA-44 3 0.299 0.734 0.166
SLH-DSA-SHA2-128s 3 206.066 1430.190 1.159

The local benchmark indicates that ML-DSA is substantially
cheaper than SLH-DSA for key generation and signing in this
software setting, while both remain fast to verify relative to
signing cost.

Fig. 4. Measured PQC runtime. The vertical axis uses logarithmic scale.
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D. Migration Policy Simulation
The policy simulation evaluates six scenarios across five

policies. Table IV shows that the either-valid policy accepts a
classical-only package after the migration threshold, whereas
the version-gated policy rejects it.

TABLE IV
POLICY SIMULATION OUTCOMES (A = ACCEPT, R = REJECT)

Scenario Cls PQC Either Both V-gated

Legacy pre-migration A R A R A
PQC-only post-migration R A A R A
Classical-only post-migration A R A R R
Dual-signed post-migration A A A A A
Tampered alg. declaration R R R R R
Rollback package R R R R R

The both-required policy imposes the strongest migration
requirement but forces every accepted post-migration package
to carry both a classical and a PQ signature. The version-
gated policy preserves compatibility before the threshold and
removes the classical-only acceptance path after the threshold.

E. Bootloader Suitability
The bootloader staging values in Table I show the same

trade-off. SLH-DSA-SHA2-128s has a tiny public key but still
requires 8,176 bytes of staged material in the simplified proxy
model because the signature dominates. ML-DSA-44 requires
4,020 staged bytes, which is larger than classical baselines but
considerably smaller than SLH-DSA.

F. Summary of Findings
The numerical results support three practical conclusions:
1) ML-DSA is the most balanced general-purpose PQ

option for firmware signing.
2) SLH-DSA is most compelling when conservative se-

curity assumptions are worth a significant package-size
penalty.

3) Downgrade resistance depends at least as much on
verification policy as on the chosen signature algorithm.

VIII. DISCUSSION

A. Why ML-DSA Is the Practical Default
ML-DSA fits the firmware-signing use case because it

offers a manageable compromise between cryptographic con-
servatism and deployment cost. Its signatures are much larger
than ECDSA, but they remain in a range that can be tolerated
by many update formats and manifests. In contrast, SLH-
DSA signatures quickly become dominant on small images.
If a platform must choose one PQ signature family for broad
deployment today, ML-DSA is therefore the most pragmatic
default.

B. Why SLH-DSA Still Matters
It would be a mistake to dismiss SLH-DSA merely because

its signatures are large. NIST standardized it specifically as
a backup that relies on a different mathematical basis than
ML-DSA [1]. In high-assurance environments, that diversity
is valuable. A vendor may decide to keep SLH-DSA support
for recovery tooling, high-value product lines, or contingency
planning even if ML-DSA is the main production choice.

C. When Dual Signatures Are Justified
Dual signatures are justified when compatibility require-

ments are real and temporary. They are especially useful when
the installed base contains immutable verifiers that understand
only classical signatures while newer devices can already ver-
ify PQ signatures. However, dual signatures should be paired
with either a both-required rule or an authenticated version-
gated rule. Otherwise the transition accumulates cryptographic
baggage without actually removing classical exposure.

Fig. 5. Migration-policy flow for legacy and post-migration verification states.

D. Limitations
This study has two main limitations. First, it does not

present cycle-accurate embedded benchmarks for ML-DSA or
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SLH-DSA on a specific microcontroller. Instead, it focuses
on deployment-visible metrics that can be derived directly
from the finalized standards and from policy logic. Second,
the prototype treats signature validity abstractly; it models the
presence of valid signatures rather than invoking a concrete
PQC implementation.
These limitations are acceptable for the scope of this paper

because the central claim is architectural: secure migration
depends on authenticated metadata and downgrade-resistant
policy, not only on choosing a larger or smaller signature.
Future work can extend the prototype with real verifier bench-
marks on an embedded platform and with certificate-chain
modeling for production firmware ecosystems.

IX. CONCLUSION

This paper evaluated the suitability of ML-DSA and SLH-
DSA for post-quantum firmware signing and argued that the
migration problem is broader than replacing ECDSA or RSA
with a new primitive. Firmware trust depends on signed
metadata, anti-rollback state, device binding, and verification
policy, especially when classical and post-quantum signatures
coexist during a transition period.
The standards-based comparison and prototype-driven eval-

uation show that ML-DSA is the most practical default for
general firmware-signing deployments because it provides
post-quantum security with substantially smaller signatures
than SLH-DSA. SLH-DSA remains important as a conserva-
tive backup with different assumptions, but its large signatures
can impose substantial overhead on small boot components.
The policy simulation further showed that unrestricted either-
valid verification leaves a downgrade path to classical-only
signatures, whereas version-gated and both-required policies
prevent that outcome.
Future work can add device-level benchmarks, real veri-

fier implementations, certificate-chain handling, and measured
secure-boot integration. Even without those extensions, the
present results already show that a successful post-quantum
firmware migration must combine cryptographic moderniza-
tion with authenticated policy design.
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